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Exam 70-270: 

Installing, Configuring, and Administering Microsoft Windows XP Professional

Installing Windows XP Professional 
 

Perform and troubleshoot an attended installation of Windows XP Professional. 
 

Perform and troubleshoot an unattended installation of Windows XP Professional. 

•
Install Windows XP Professional by using Remote Installation Services (RIS). 

•
Install Windows XP Professional by using the System Preparation Tool. 

•
Create unattended answer files by using Setup Manager to automate the installation of Windows XP Professional. 


 Upgrade from a previous version of Windows to Windows XP Professional. 

•
Prepare a computer to meet upgrade requirements. 

•
Migrate existing user environments to a new installation. 

Perform post-installation updates and product activation. 
 

Troubleshoot failed installations.
 

Implementing and Conducting Administration of Resources 
 

Monitor, manage, and troubleshoot access to files and folders. 

•
Configure, manage, and troubleshoot file compression. 

•
Control access to files and folders by using permissions. 

•
Optimize access to files and folders. 

Manage and troubleshoot access to shared folders. 

•
Create and remove shared folders. 

•
Control access to shared folders by using permissions.

•
Manage and troubleshoot Web server resources. 

Connect to local and network print devices. 

•
Manage printers and print jobs. 

•
Control access to printers by using permissions. 

•
Connect to an Internet printer. 

•
Connect to a local print device. 

Configure and manage file systems. 

•
Convert from one file system to another file system. 

•
Configure NTFS, FAT32, or FAT file systems. 

Manage and troubleshoot access to and synchronization of offline files.
 

Implementing, Managing, Monitoring, and Troubleshooting Hardware Devices and Drivers 
 

Implement, manage, and troubleshoot disk devices. 

•
Install, configure, and manage DVD and CD-ROM devices. 

•
Monitor and configure disks. 

•
Monitor, configure, and troubleshoot volumes. 

•
Monitor and configure removable media, such as tape devices. 

Implement, manage, and troubleshoot display devices. 

•
Configure multiple-display support. 

•
Install, configure, and troubleshoot a video adapter. 

Configure Advanced Configuration Power Interface (ACPI). 
 

Implement, manage, and troubleshoot input and output (I/O) devices. 

•
Monitor, configure, and troubleshoot I/O devices, such as printers, scanners, multimedia devices, mouse, keyboard, and smart card reader. 

•
Monitor, configure, and troubleshoot multimedia hardware, such as cameras. 

•
Install, configure, and manage modems. 

•
Install, configure, and manage Infrared Data Association (IrDA) devices. 

•
Install, configure, and manage wireless devices. 

•
Install, configure, and manage USB devices. 

•
Install, configure, and manage hand held devices. 

•
Install, configure, and manage network adapters. 

Manage and troubleshoot drivers and driver signing. 
 

Monitor and configure multiprocessor computers.


Monitoring and Optimizing System Performance and Reliability 
 

Monitor, optimize, and troubleshoot performance of the Windows XP Professional desktop. 

•
Optimize and troubleshoot memory performance. 

•
Optimize and troubleshoot processor utilization. 

•
Optimize and troubleshoot disk performance. 

•
Optimize and troubleshoot application performance. 

•
Configure, manage, and troubleshoot Scheduled Tasks. 

Manage, monitor, and optimize system performance for mobile users. 
 

Restore and back up the operating system, System State data, and user data. 

•
Recover System State data and user data by using Windows Backup. 

•
Troubleshoot system restoration by starting in safe mode. 

•
Recover System State data and user data by using the Recovery console. 

Configuring and Troubleshooting the Desktop Environment 
 

Configure and manage user profiles and desktop settings. 
 

Configure support for multiple languages or multiple locations. 

•
Enable multiple-language support. 

•
Configure multiple-language support for users. 

•
Configure local settings. 

•
Configure Windows XP Professional for multiple locations. 

Manage applications by using Windows Installer packages.


Implementing, Managing, and Troubleshooting Network Protocols and Services
 

Configure and troubleshoot the TCP/IP protocol. 
 

Connect to computers by using dial-up networking. 

•
Connect to computers by using a virtual private network (VPN) connection. 

•
Create a dial-up connection to connect to a remote access server. 

•
Connect to the Internet by using dial-up networking. 

•
Configure and troubleshoot Internet Connection Sharing (ICS). 

Connect to resources by using Internet Explorer. 


Configure, manage, and implement Internet Information Services (IIS). 


Configure, manage, and troubleshoot Remote Desktop and Remote Assistance. 
 

Configure, manage, and troubleshoot an Internet Connection Firewall (ICF).
 

Configuring, Managing, and Troubleshooting Security 
 

Configure, manage, and troubleshoot Encrypting File System (EFS). 
 

Configure, manage, and troubleshoot a security configuration and local security policy. 
 

Configure, manage, and troubleshoot local user and group accounts. 

•
Configure, manage, and troubleshoot auditing. 

•
Configure, manage, and troubleshoot account settings. 

•
Configure, manage, and troubleshoot account policy. 

•
Configure, manage, and troubleshoot user and group rights. 

•
Troubleshoot cache credentials. 

Configure, manage, and troubleshoot Internet Explorer security settings.


Managing and Maintaining Physical and Logical Devices 
 
 
 

Manage basic disks and dynamic disks. 
 

 

Monitor server hardware. Tools might include Device Manager, the Hardware Troubleshooting Wizard, and appropriate Control Panel items. 
 

 

Optimize server disk performance. 

•
Implement a RAID solution. 

•
Defragment volumes and partitions. 

Troubleshoot server hardware devices. 

•
Diagnose and resolve issues related to hardware settings. 

•
Diagnose and resolve issues related to server hardware and hardware driver upgrades. 

Install and configure server hardware devices. 

•
Configure driver signing options. 

•
Configure resource settings for a device. 

•
Configure device properties and settings. 

Managing Users, Computers, and Groups 
 
 
 

Manage local, roaming, and mandatory user profiles. 
 
 


Create and manage computer accounts in an Active Directory environment. 
 
 


Create and manage groups. 

•
Identify and modify the scope of a group. 

•
Find domain groups in which a user is a member. 

•
Manage group membership. 

•
Create and modify groups by using the Active Directory Users and Computers Microsoft Management Console (MMC) snap-in. 

•
Create and modify groups by using automation. 

Create and manage user accounts. 

•
Create and modify user accounts by using the Active Directory Users and Computers MMC snap-in. 

•
Create and modify user accounts by using automation. 

•
Import user accounts. 

Troubleshoot computer accounts. 

•
Diagnose and resolve issues related to computer accounts by using the Active Directory Users and Computers MMC snap-in. 

•
Reset computer accounts. 

Troubleshoot user accounts. 

•
Diagnose and resolve account lockouts. 

•
Diagnose and resolve issues related to user account properties. 

Troubleshoot user authentication issues.
 
 


Managing and Maintaining Access to Resources 
 
 
 

Configure access to shared folders. 

•
Manage shared folder permissions. 

Troubleshoot Terminal Services. 

•
Diagnose and resolve issues related to Terminal Services security. 

•
Diagnose and resolve issues related to client access to Terminal Services. 

Configure file system permissions. 

•
Verify effective permissions when granting permissions. 

•
Change ownership of files and folders. 

Troubleshoot access to files and shared folders.
 
 


Managing and Maintaining a Server Environment 
 
 
 

Monitor and analyze events. Tools might include Event Viewer and System Monitor. 
 

 

Manage software update infrastructure. 
 

 

Manage software site licensing. 
 

 

Manage servers remotely. 

•
Manage a server by using Remote Assistance. 

•
Manage a server by using Terminal Services remote administration mode. 

•
Manage a server by using available support tools. 

Troubleshoot print queues. 
 
 


Monitor system performance. 
 

 

Monitor file and print servers. Tools might include Task Manager, Event Viewer, and System Monitor. 

•
Monitor disk quotas. 

•
Monitor print queues. 

•
Monitor server hardware for bottlenecks. 

Monitor and optimize a server environment for application performance. 

•
Monitor memory performance objects. 

•
Monitor network performance objects. 

•
Monitor process performance objects. 

•
Monitor disk performance objects. 

Manage a Web server. 

•
Manage Internet Information Services (IIS). 

•
Manage security for IIS. 

Managing and Implementing Disaster Recovery 
 
 
 

Perform system recovery for a server. 

•
Implement Automated System Recovery (ASR). 

•
Restore data from shadow copy volumes. 

•
Back up files and System State data to media. 

•
Configure security for backup operations. 

Manage backup procedures. 

•
Verify the successful completion of backup jobs. 

•
Manage backup storage media. 

Recover from server hardware failure. 
 

 

Restore backup data. 
 

 

Schedule backup jobs.




Implementing, Managing, and Maintaining IP Addressing 
 
 

Configure TCP/IP addressing on a server computer. 
 


Manage DHCP. 

•
Manage DHCP clients and leases. 

•
Manage DHCP Relay Agent. 

•
Manage DHCP databases. 

•
Manage DHCP scope options. 

•
Manage reservations and reserved clients. 

Troubleshoot TCP/IP addressing. 

•
Diagnose and resolve issues related to Automatic Private IP Addressing (APIPA). 

•
Diagnose and resolve issues related to incorrect TCP/IP configuration. 

Troubleshoot DHCP. 

•
Diagnose and resolve issues related to DHCP authorization. 

•
Verify DHCP reservation configuration. 

•
Examine the system event log and DHCP server audit log files to find related events. 

•
Diagnose and resolve issues related to configuration of DHCP server and scope options. 

•
Verify that the DHCP Relay Agent is working correctly. 

•
Verify database integrity. 

Implementing, Managing, and Maintaining Name Resolution 
 
 

Install and configure the DNS Server service. 

•
Configure DNS server options. 

•
Configure DNS zone options. 

•
Configure DNS forwarding. 

Manage DNS. 

•
Manage DNS zone settings. 

•
Manage DNS record settings. 

•
Manage DNS server options. 

Monitor DNS. Tools might include System Monitor, Event Viewer, Replication Monitor, and DNS debug logs.

 

Implementing, Managing, and Maintaining Network Security 
 
 

Implement secure network administration procedures. 

•
Implement security baseline settings and audit security settings by using security templates. 

•
Implement the principle of least privilege. 

Install and configure software update infrastructure. 

•
Install and configure software update services. 

•
Install and configure automatic client update settings. 

•
Configure software updates on earlier operating systems. 

Monitor network protocol security. Tools might include the IP Security Monitor Microsoft Management Console (MMC) snap-in and Kerberos support tools.

 

Troubleshoot network protocol security. Tools might include the IP Security Monitor MMC snap-in, Event Viewer, and Network Monitor.

 

Implementing, Managing, and Maintaining Routing and Remote Access 
 
 

Configure Routing and Remote Access user authentication. 

•
Configure remote access authentication protocols. 

•
Configure Internet Authentication Service (IAS) to provide authentication for Routing and Remote Access clients. 

•
Configure Routing and Remote Access policies to permit or deny access. 

Manage remote access. 

•
Manage packet filters. 

•
Manage Routing and Remote Access routing interfaces. 

•
Manage devices and ports. 

•
Manage routing protocols. 

•
Manage Routing and Remote Access clients. 

Manage TCP/IP routing. 

•
Manage routing protocols. 

•
Manage routing tables. 

•
Manage routing ports. 

Implement secure access between private networks. 

 

Troubleshoot user access to remote access services. 

•
Diagnose and resolve issues related to remote access VPNs. 

•
Diagnose and resolve issues related to establishing a remote access connection. 

•
Diagnose and resolve user access to resources beyond the remote access server. 

Troubleshoot Routing and Remote Access routing. 

•
Troubleshoot demand-dial routing. 

•
Troubleshoot router-to-router VPNs. 

Maintaining a Network Infrastructure 
 
 

Monitor network traffic. Tools might include Network Monitor and System Monitor. 

 

Troubleshoot connectivity to the Internet. 

 

Troubleshoot server services. 

•
Diagnose and resolve issues related to service dependency. 

•
Use service recovery options to diagnose and resolve service-related issues. 

Exam 70-290: 

Managing and Maintaining a Microsoft Windows Server 2003 Environment
Managing and Maintaining Physical and Logical Devices

· Manage basic disks and dynamic disks. 

· Monitor server hardware. Tools might include Device Manager, the Hardware Troubleshooting Wizard, and appropriate Control Panel items. 

· Optimize server disk performance.

· Implement a RAID solution.

· Defragment volumes and partitions.

· Troubleshoot server hardware devices. 

· Diagnose and resolve issues related to hardware settings.

· Diagnose and resolve issues related to server hardware and hardware driver upgrades.

· Install and configure server hardware devices. 

· Configure driver signing options.

· Configure resource settings for a device.

· Configure device properties and settings.

Managing Users, Computers, and Groups

· Manage local, roaming, and mandatory user profiles. 

· Create and manage computer accounts in an Active Directory environment. 

· Create and manage groups. 

· Identify and modify the scope of a group.

· Find domain groups in which a user is a member.

· Manage group membership.

· Create and modify groups by using the Active Directory Users and Computers Microsoft Management Console (MMC) snap-in.

· Create and modify groups by using automation.

· Create and manage user accounts.

· Create and modify user accounts by using the Active Directory Users and Computers MMC snap-in.

· Create and modify user accounts by using automation.

· Import user accounts.

· Troubleshoot computer accounts. 

· Diagnose and resolve issues related to computer accounts by using the Active Directory Users and Computers MMC snap-in.

· Reset computer accounts.

· Troubleshoot user authentication issues.

Managing and Maintaining Access to Resources

· Configure access to shared folders. 

· Manage shared folder permissions.

· Troubleshoot Terminal Services.

· Diagnose and resolve issues related to Terminal Services security.

· Diagnose and resolve issues related to client access to Terminal Services.

· Configure file system permissions.

· Verify effective permissions when granting permissions.

· Change ownership of files and folders.

· Troubleshoot access to files and shared folders.

Managing and Maintaining a Server Environment

· Monitor and analyze events. Tools might include Event Viewer and System Monitor. 

· Manage software update infrastructure

· Manage software site licensing.

· Manage servers remotely.

· Manage a server by using Remote Assistance.

· Manage a server by using Terminal Services remote administration mode.

· Manage a server by using available support tools.

· Troubleshoot print queues. 

· Monitor system performance.

· Monitor file and print servers. Tools might include Task Manager, Event Viewer, and System Monitor.

· Monitor disk quotas.

· Monitor print queues.

· Monitor server hardware for bottlenecks.

· Monitor and optimize a server environment for application performance.

· Monitor memory performance objects

· Monitor network performance objects

· Monitor process performance objects

· Monitor disk performance objects

· Manage a Web server

· Manage Internet Information Services (IIS).

· Manage security for IIS.

Managing and Implementing Disaster Recovery

· Perform system recovery for a server. 

· Implement Automated System Recovery (ASR).

· Restore data from shadow copy volumes.

· Back up files and System State data to media.

· Configure security for backup operations.

· Manage backup procedures.

· Verify the successful completion of backup jobs.

· Manage backup storage media.

· Recover from server hardware failure. 

· Restore backup data.

· Schedule backup jobs.

Exam 70-291: 

Implementing, Managing, and Maintaining a Microsoft Windows Server 2003 Network Infrastructure

	Implementing, Managing, and Maintaining IP Addressing

· Configure TCP/IP addressing on a server computer. 

· Manage DHCP. 

· Manage DHCP clients and leases.

· Manage DHCP Relay Agent.

· Manage DHCP databases.

· Manage DHCP scope options.

· Manage reservations and reserved clients.

· Troubleshoot TCP/IP addressing. 

· Diagnose and resolve issues related to Automatic Private IP Addressing (APIPA).

· Diagnose and resolve issues related to incorrect TCP/IP configuration.

· Troubleshoot DHCP. 

· Diagnose and resolve issues related to DHCP authorization.

· Verify DHCP reservation configuration.

· Examine the system event log and DHCP server audit log files to find related events.

· Diagnose and resolve issues related to configuration of DHCP server and scope options.

· Verify that the DHCP Relay Agent is working correctly.

· Verify database integrity.

Implementing, Managing, and Maintaining Name Resolution

· Install and configure the DNS Server service. 

· Configure DNS server options.

· Configure DNS zone options.

· Configure DNS forwarding.

· Manage DNS. 

· Manage DNS zone settings.

· Manage DNS record settings.

· Manage DNS server options.

· Monitor DNS. Tools might include System Monitor, Event Viewer, Replication Monitor, and DNS debug logs.

Implementing, Managing, and Maintaining Network Security

· Implement secure network administration procedures. 

· Implement security baseline settings and audit security settings by using security templates.

· Implement the principle of least privilege.

· Install and configure software update infrastructure. 

· Install and configure software update services.

· Install and configure automatic client update settings.

· Configure software updates on earlier operating systems.

· Monitor network protocol security. Tools might include the IP Security Monitor Microsoft Management Console (MMC) snap-in and Kerberos support tools.

· Troubleshoot network protocol security. Tools might include the IP Security Monitor MMC snap-in, Event Viewer, and Network Monitor.

Implementing, Managing, and Maintaining Routing and Remote Access

· Configure Routing and Remote Access user authentication. 

· Configure remote access authentication protocols.

· Configure Internet Authentication Service (IAS) to provide authentication for Routing and Remote Access clients.

· Configure Routing and Remote Access policies to permit or deny access.

· Manage remote access.

· Manage packet filters.

· Manage Routing and Remote Access routing interfaces.

· Manage devices and ports.

· Manage routing protocols.

· Manage Routing and Remote Access clients.

· Manage TCP/IP routing. 

· Manage routing protocols.

· Manage routing tables.

· Manage routing ports.

· Implement secure access between private networks. 

· Troubleshoot user access to remote access services. 

· Diagnose and resolve issues related to remote access VPNs.

· Diagnose and resolve issues related to establishing a remote access connection.

· Diagnose and resolve user access to resources beyond the remote access server.

· Troubleshoot Routing and Remote Access routing. 

· Troubleshoot demand-dial routing.

· Troubleshoot router-to-router VPNs.

Maintaining a Network Infrastructure

· Monitor network traffic. Tools might include Network Monitor and System Monitor. 

· Troubleshoot connectivity to the Internet. 

· Troubleshoot server services. 

· Diagnose and resolve issues related to service dependency.

· Use service recovery options to diagnose and resolve service-related issues.


Exam 70-293: 

Planning and Maintaining a Microsoft Windows Server 2003 Network Infrastructure

Planning and Implementing Server Roles and Server Security 
 
 

Configure security for servers that are assigned specific roles. 
 


Plan a secure baseline installation. 

•
Plan a strategy to enforce system default security settings on new systems. 

•
Identify client operating system default security settings. 

•
Identify all server operating system default security settings. 

Plan security for servers that are assigned specific roles. Roles might include domain controllers, Web servers, database servers, and mail servers. 

•
Deploy the security configuration for servers that are assigned specific roles. 

•
Create custom security templates based on server roles. 

Evaluate and select the operating system to install on computers in an enterprise. 

•
Identify the minimum configuration to satisfy security requirements. 

Planning, Implementing, and Maintaining a Network Infrastructure 
 
 

Plan a TCP/IP network infrastructure strategy. 

•
Analyze IP addressing requirements. 

•
Plan an IP routing solution. 

•
Create an IP subnet scheme. 

Plan and modify a network topology. 

•
Plan the physical placement of network resources. 

•
Identify network protocols to be used. 

Plan an Internet connectivity strategy. 
 


Plan network traffic monitoring. Tools might include Network Monitor and System Monitor. 
 


Troubleshoot connectivity to the Internet. 

•
Diagnose and resolve issues related to Network Address Translation (NAT). 

•
Diagnose and resolve issues related to name resolution cache information. 

•
Diagnose and resolve issues related to client configuration. 

Troubleshoot TCP/IP addressing. 

•
Diagnose and resolve issues related to client computer configuration. 

•
Diagnose and resolve issues related to DHCP server address assignment. 

Plan a host name resolution strategy. 

•
Plan a DNS namespace design. 

•
Plan zone replication requirements. 

•
Plan a forwarding configuration. 

•
Plan for DNS security. 

•
Examine the interoperability of DNS with third-party DNS solutions. 

Plan a NetBIOS name resolution strategy. 

•
Plan a WINS replication strategy. 

•
Plan NetBIOS name resolution by using the Lmhosts file. 

Troubleshoot host name resolution. 

•
Diagnose and resolve issues related to DNS services. 

•
Diagnose and resolve issues related to client computer configuration. 

Planning, Implementing, and Maintaining Routing and Remote Access 
 
 

Plan a routing strategy. 

•
Identify routing protocols to use in a specified environment. 

•
Plan routing for IP multicast traffic. 

Plan security for remote access users. 

•
Plan remote access policies. 

•
Analyze protocol security requirements. 

•
Plan authentication methods for remote access clients. 

Implement secure access between private networks. 

•
Create and implement an IPSec policy. 

Troubleshoot TCP/IP routing. Tools might include the route, tracert, ping, pathping, and netsh commands and Network Monitor. 
 


Planning, Implementing, and Maintaining Server Availability 
 
 

Plan services for high availability. 

•
Plan a high-availability solution that uses clustering services.

•
Plan a high-availability solution that uses Network Load Balancing.

Identify system bottlenecks, including memory, processor, disk, and network related bottlenecks. 

•
Identify system bottlenecks by using System Monitor. 

Implement a cluster server. 

•
Recover from cluster node failure. 

Manage Network Load Balancing. Tools might include the Network Load Balancing Monitor Microsoft Management Console (MMC) snap-in and the WLBS cluster control utility. 
 


Plan a backup and recovery strategy. 

•
Identify appropriate backup types. Methods include full, incremental, and differential. 

•
Plan a backup strategy that uses volume shadow copy. 

•
Plan system recovery that uses Automated System Recovery (ASR). 

Planning and Maintaining Network Security 
 
 

Configure network protocol security. 

•
Configure protocol security in a heterogeneous client computer environment. 

•
Configure protocol security by using IPSec policies. 

Configure security for data transmission. 

•
Configure IPSec policy settings. 

Plan for network protocol security. 

•
Specify the required ports and protocols for specified services. 

•
Plan an IPSec policy for secure network communications. 

Plan secure network administration methods. 

•
Create a plan to offer Remote Assistance to client computers. 

•
Plan for remote administration by using Terminal Services. 

Plan security for wireless networks. 
 


Plan security for data transmission. 

•
Secure data transmission between client computers to meet security requirements. 

•
Secure data transmission by using IPSec. 

Troubleshoot security for data transmission. Tools might include the IP Security Monitor MMC snap-in and the Resultant Set of Policy (RSoP) MMC snap-in. 
 


Planning, Implementing, and Maintaining Security Infrastructure. 
 
 

Configure Active Directory directory service for certificate publication. 
 
 

Plan a public key infrastructure (PKI) that uses Certificate Services. 

•
Identify the appropriate type of certificate authority to support certificate issuance requirements. 

•
Plan the enrollment and distribution of certificates. 

•
Plan for the use of smart cards for authentication. 

Plan a framework for planning and implementing security. 

•
Plan for security monitoring. 

•
Plan a change and configuration management framework for security. 

Exam 70-294: 

Planning, Implementing, and Maintaining a Microsoft Windows Server 2003 Active Directory Infrastructure 

Planning and Implementing an Active Directory Infrastructure 
 

Plan a strategy for placing global catalog servers. 

•
Evaluate network traffic considerations when placing global catalog servers. 

•
Evaluate the need to enable universal group caching. 

Plan flexible operations master role placement. 

•
Plan for business continuity of operations master roles. 

•
Identify operations master role dependencies. 

Implement an Active Directory directory service forest and domain structure. 

•
Create the forest root domain. 

•
Create a child domain. 

•
Create and configure Application Data Partitions. 

•
Install and configure an Active Directory domain controller. 

•
Set an Active Directory forest and domain functional level based on requirements. 

•
Establish trust relationships. Types of trust relationships might include external trusts, shortcut trusts, and cross-forest trusts. 

Implement an Active Directory site topology. 

•
Configure site links. 

•
Configure preferred bridgehead servers. 

Plan an administrative delegation strategy. 

•
Plan an organizational unit (OU) structure based on delegation requirements. 

•
Plan a security group hierarchy based on delegation requirements. 

Managing and Maintaining an Active Directory Infrastructure 
 

Manage an Active Directory forest and domain structure. 

•
Manage trust relationships. 

•
Manage schema modifications. 

•
Add or remove a UPN suffix. 

Manage an Active Directory site. 

•
Configure replication schedules. 

•
Configure site link costs. 

•
Configure site boundaries. 

Monitor Active Directory replication failures. Tools might include Replication Monitor, Event Viewer, and support tools. 

•
Monitor Active Directory replication. 

•
Monitor File Replication service (FRS) replication. 

Restore Active Directory directory services. 

•
Perform an authoritative restore operation. 

•
Perform a nonauthoritative restore operation. 

Troubleshoot Active Directory. 

•
Diagnose and resolve issues related to Active Directory replication. 

•
Diagnose and resolve issues related to operations master role failure. 

•
Diagnose and resolve issues related to the Active Directory database. 

Planning and Implementing User, Computer, and Group Strategies 
 

Plan a security group strategy. 
 

Plan a user authentication strategy. 

•
Plan a smart card authentication strategy. 

•
Create a password policy for domain users. 

Plan an OU structure. 

•
Analyze the administrative requirements for an OU. 

•
Analyze the Group Policy requirements for an OU structure. 

Implement an OU structure. 

•
Create an OU. 

•
Delegate permissions for an OU to a user or to a security group. 

•
Move objects within an OU hierarchy. 

Planning and Implementing Group Policy 
 

Plan Group Policy strategy. 

•
Plan a Group Policy strategy by using Resultant Set of Policy (RSoP) Planning mode. 

•
Plan a strategy for configuring the user environment by using Group Policy. 

•
Plan a strategy for configuring the computer environment by using Group Policy. 

Configure the user environment by using Group Policy. 

•
Distribute software by using Group Policy. 

•
Automatically enroll user certificates by using Group Policy. 

•
Redirect folders by using Group Policy. 

•
Configure user security settings by using Group Policy. 

Deploy a computer environment by using Group Policy. 

•
Distribute software by using Group Policy. 

•
Automatically enroll computer certificates by using Group Policy. 

•
Configure computer security settings by using Group Policy. 

Managing and Maintaining Group Policy 
 

Troubleshoot issues related to Group Policy application. deployment. Tools might include RSoP and the gpresult command. 
 

Maintain installed software by using Group Policy. 

•
Distribute updates to software distributed by Group Policy. 

•
Configure automatic updates for network clients by using Group Policy. 

Troubleshoot the application of Group Policy security settings. Tools might include RSoP and the gpresult command


Exam 70-298: 

Designing Security for a Microsoft Windows Server 2003 Network

Creating the Conceptual Design for Network Infrastructure Security by Gathering and Analyzing Business and Technical Requirements 
 

Analyze business requirements for designing security. Considerations include existing policies and procedures, sensitivity of data, cost, legal requirements, end-user impact, interoperability, maintainability, scalability, and risk. 

•
Analyze existing security policies and procedures. 

•
Analyze the organizational requirements for securing data. 

•
Analyze the security requirements of different types of data. 

•
Analyze risks to security within the current IT administration structure and security practices. 

Design a framework for designing and implementing security. The framework should include prevention, detection, isolation, and recovery. 

•
Predict threats to your network from internal and external sources. 

•
Design a process for responding to incidents. 

•
Design segmented networks. 

•
Design a process for recovering services. 

Analyze technical constraints when designing security. 

•
Identify capabilities of the existing infrastructure. 

•
Identify technology limitations. 

•
Analyze interoperability constraints. 

Creating the Logical Design for Network Infrastructure Security 
 

Design a public key infrastructure (PKI) that uses Certificate Services. 

•
Design a certification authority (CA) hierarchy implementation. Types include geographical, organizational, and trusted. 

•
Design enrollment and distribution processes. 

•
Establish renewal, revocation and auditing processes. 

•
Design security for CA servers. 

Design a logical authentication strategy. 

•
Design certificate distribution. 

•
Design forest and domain trust models. 

•
Design security that meets interoperability requirements. 

•
Establish account and password requirements for security. 

Design security for network management. 

•
Manage the risk of managing networks. 

•
Design the administration of servers by using common administration tools. Tools include Microsoft Management Console (MMC), Terminal Server, Remote Desktop for Administration, Remote Assistance, and Telnet. 

•
Design security for Emergency Management Services. 

Design a security update infrastructure. 

•
Design a Software Update Services (SUS) infrastructure. 

•
Design Group Policy to deploy software updates. 

•
Design a strategy for identifying computers that are not at the current patch level. 

Creating the Physical Design for Network Infrastructure Security 
 

Design network infrastructure security. 

•
Specify the required protocols for a firewall configuration. 

•
Design IP filtering. 

•
Design an IPSec policy. 

•
Secure a DNS implementation. 

•
Design security for data transmission. 

Design security for wireless networks. 

•
Design public and private wireless LANs. 

•
Design 802.1x authentication for wireless networks. 

Design user authentication for Internet Information Services (IIS). 

•
Design user authentication for a Web site by using certificates. 

•
Design user authentication for a Web site by using IIS authentication. 

•
Design user authentication for a Web site by using RADIUS for IIS authentication. 

Design security for Internet Information Services (IIS). 

•
Design security for Web sites that have different technical requirements by enabling only the minimum required services. 

•
Design a monitoring strategy for IIS. 

•
Design an IIS baseline that is based on business requirements. 

•
Design a content management strategy for updating an IIS server. 

Design security for communication between networks. 

•
Select protocols for VPN access. 

•
Design VPN connectivity. 

•
Design demand-dial routing between internal networks. 

Design security for communication with external organizations. 

•
Design an extranet infrastructure. 

•
Design a strategy for cross-certification of Certificate Services. 

Design security for servers that have specific roles. Roles include domain controller, network infrastructure server, file server, IIS server, terminal server, and POP3 mail server. 

•
Define a baseline security template for all systems. 

•
Create a plan to modify baseline security templates according to role. 

Designing an Access Control Strategy for Data 
 

Design an access control strategy for directory services. 

•
Create a delegation strategy. 

•
Analyze auditing requirements. 

•
Design the appropriate group strategy for accessing resources. 

•
Design a permission structure for directory service objects. 

Design an access control strategy for files and folders. 

•
Design a strategy for the encryption and decryption of files and folders. 

•
Design a permission structure for files and folders. 

•
Design security for a backup and recovery strategy. 

•
Analyze auditing requirements. 

Design an access control strategy for the registry. 

•
Design a permission structure for registry objects. 

•
Analyze auditing requirements. 

Creating the Physical Design for Client Infrastructure Security 
 

Design a client authentication strategy. 

•
Analyze authentication requirements. 

•
Establish account and password security requirements. 

Design a security strategy for client remote access.

•
Design remote access policies. 

•
Design access to internal resources. 

•
Design an authentication provider and accounting strategy for remote network access by using Internet Authentication Service (IAS). 

Design a strategy for securing client computers. Considerations include desktop and portable computers. 

•
Design a strategy for hardening client operating systems. 

•
Design a strategy for restricting user access to operating system features. 

Exam 70-350: 

Implementing Microsoft Internet Security and Acceleration (ISA) Server 2004

Planning and Installing ISA Server 2004 
 

Plan an ISA Server 2004 deployment 
 

Assess and configure the operating system, hardware, and network services 
 

Deploy ISA Server 2004 
 

Installing and Configuring Client Computers 
 

Install Firewall Client software 
 

Configure client computers for ISA Server 2004. Types of client computers include Web Proxy, Firewall Client, and SecureNAT 
 

Configure a local domain table (LDT) 
 

Configure ISA Server 2004 for automatic client configuration by using Web Proxy Automatic Discovery (WPAD) 
 

Diagnose and resolve client computer connectivity issues 
 

Configuring and Managing ISA Server 2004 
 

Configure the system policy 
 

Back up and restore ISA Server 2004 
 

Define administrative roles 
 

Configure firewall settings 
 

Configure ISA Server 2004 for Network Load Balancing 
 

Configure ISA Server 2004 to support a network topology 
 

Configuring Web Caching 
 

Configure forward and reverse caching 
 

Optimize performance of the ISA Server 2004 cache 
 

Diagnose and resolve caching issues 
 

Configuring Firewall Policy 
 

Plan a firewall policy 
 

Create policy elements, access rules, and connection limits. Policy elements include schedule, protocols, user groups, and network objects 
 

Create policy rules for Web publishing 
 

Create policy rules for mail server publishing 
 

Create policy rules for server publishing 
 

Configuring and Managing Remote Network Connectivity 
 

Configure ISA Server 2004 for site-to-site VPNs 
 

Configure ISA Server 2004 as a remote access VPN server 
 

Diagnose and resolve VPN connectivity issues 
 

Monitoring and Reporting ISA Server 2004 Activity 
 

Monitor ISA Server 2004 activity 
 

Configure and run reports 
 

Configure logging and alerts 


	Cisco Certified Network Associate(CCNA)

	Duration: 90 hours includes Simulations & Mock Exams

Describe how a network works

· Describe the purpose and functions of various network devices

· Select the components required to meet a network specification

· Use the OSI and TCP/IP models and their associated protocols to explain how data flows in a network

· Describe common networked applications including web applications

· Describe the purpose and basic operation of the protocols in the OSI and TCP models

· Describe the impact of applications (Voice Over IP and Video Over IP) on a network

· Interpret network diagrams

· Determine the path between two hosts across a network

· Describe the components required for network and Internet communications

· Identify and correct common network problems at layers 1, 2, 3 and 7 using a layered model approach

· Differentiate between LAN/WAN operation and features

Configure, verify and troubleshoot a switch with VLANs and interswitch communications

· Select the appropriate media, cables, ports, and connectors to connect switches to other network devices and hosts

· Explain the technology and media access control method for Ethernet networks

· Explain network segmentation and basic traffic management concepts

· Explain basic switching concepts and the operation of Cisco switches

· Perform and verify initial switch configuration tasks including remote access management

· Verify network status and switch operation using basic utilities (including: ping, traceroute, telnet, SSH, arp, ipconfig), SHOW & DEBUG commands

· Identify, prescribe, and resolve common switched network media issues, configuration issues, auto negotiation, and switch hardware failures

· Describe enhanced switching technologies (including: VTP, RSTP, VLAN, PVSTP, 802.1q)

· Describe how VLANs create logically separate networks and the need for routing between them

· Configure, verify, and troubleshoot VLANs

· Configure, verify, and troubleshoot trunking on Cisco switches

· Configure, verify, and troubleshoot interVLAN routing

· Configure, verify, and troubleshoot VTP

· Configure, verify, and troubleshoot RSTP operation

· Interpret the output of various show and debug commands to verify the operational status of a Cisco switched network.

· Implement basic switch security (including: port security, trunk access, management vlan other than vlan1, etc.)

Implement an IP addressing scheme and IP Services to meet network requirements in a medium-size Enterprise branch office network.

· Describe the operation and benefits of using private and public IP addressing

· Explain the operation and benefits of using DHCP and DNS

· Configure, verify and troubleshoot DHCP and DNS operation on a router.(including: CLI/SDM)

· Implement static and dynamic addressing services for hosts in a LAN environment

· Calculate and apply an addressing scheme including VLSM IP addressing design to a network

· Determine the appropriate classless addressing scheme using VLSM and summarization to satisfy addressing requirements in a LAN/WAN environment

· Describe the technological requirements for running IPv6 in conjunction with IPv4 (including: protocols, dual stack, tunneling, etc).

· Describe IPv6 addresses

· Identify and correct common problems associated with IP addressing and host configurations

Configure, verify, and troubleshoot basic router operation and routing on Cisco devices

· Describe basic routing concepts (including: packet forwarding, router lookup process)

· Describe the operation of Cisco routers (including: router bootup process, POST, router components)

· Select the appropriate media, cables, ports, and connectors to connect routers to other network devices and hosts

· Configure, verify, and troubleshoot RIPv2

· Access and utilize the router to set basic parameters.(including: CLI/SDM)

· Connect, configure, and verify operation status of a device interface

· Verify device configuration and network connectivity using ping, traceroute, telnet, SSH or other utilities

· Perform and verify routing configuration tasks for a static or default route given specific routing requirements

· Manage IOS configuration files. (including: save, edit, upgrade, restore)

· Manage Cisco IOS.

· Compare and contrast methods of routing and routing protocols

· Configure, verify, and troubleshoot OSPF

· Configure, verify, and troubleshoot EIGRP

· Verify network connectivity (including: using ping, traceroute, and telnet or SSH)

· Troubleshoot routing issues

· Verify router hardware and software operation using SHOW & DEBUG commands.

· Implement basic router security

Explain and select the appropriate administrative tasks required for a WLAN

· Describe standards associated with wireless media (including: IEEE WI-FI Alliance, ITU/FCC)

· Identify and describe the purpose of the components in a small wireless network. (Including: SSID, BSS, ESS)

· Identify the basic parameters to configure on a wireless network to ensure that devices connect to the correct access point

· Compare and contrast wireless security features and capabilities of WPA security (including: open, WEP, WPA-1/2)

· Identify common issues with implementing wireless networks. (Including: Interface, missconfiguration)

Identify security threats to a network and describe general methods to mitigate those threats

· Describe today's increasing network security threats and explain the need to implement a comprehensive security policy to mitigate the threats

· Explain general methods to mitigate common security threats to network devices, hosts, and applications

· Describe the functions of common security appliances and applications

· Describe security recommended practices including initial steps to secure network devices

Implement, verify, and troubleshoot NAT and ACLs in a medium-size Enterprise branch office network.

· Describe the purpose and types of ACLs

· Configure and apply ACLs based on network filtering requirements.(including: CLI/SDM)

· Configure and apply an ACLs to limit telnet and SSH access to the router using (including: SDM/CLI)

· Verify and monitor ACLs in a network environment

· Troubleshoot ACL issues

· Explain the basic operation of NAT

· Configure NAT for given network requirements using (including: CLI/SDM)

· Troubleshoot NAT issues

Implement and verify WAN links

· Describe different methods for connecting to a WAN

· Configure and verify a basic WAN serial connection

· Configure and verify Frame Relay on Cisco routers

· Troubleshoot WAN implementation issues

· Describe VPN technology (including: importance, benefits, role, impact, components)

· Configure and verify a PPP connection between Cisco routers


Note: Technical content subject to change

A+ CompTIA

1.0 Hardware

1.1 Categorize storage devices and backup media

FDD

HDD

o Solid state vs. magnetic

Optical drives

o CD / DVD / RW / Blu-Ray

Removable storage

o Tape drive

o Solid state (e.g. thumb drive, flash, SD cards, USB)

o External CD-RW and hard drive

o Hot swappable devices and non-hot swappable devices

1.2 Explain motherboard components, types and features

Form Factor

o ATX / BTX,

o micro ATX

o NLX

I/O interfaces

o Sound

o Video

o USB 1.1 and 2.0

o Serial

o IEEE 1394 / Firewire

o Parallel

o NIC

o Modem

o PS/2

Memory slots

o RIMM

o DIMM

o SODIMM

o SIMM

Processor sockets

Bus architecture

Bus slots

o PCI

o AGP

o PCIe

o AMR

o CNR

o PCMCIA

PATA

o IDE

o EIDE

SATA, eSATA

Contrast RAID (levels 0, 1, 5)

Chipsets

BIOS / CMOS / Firmware

o POST

o CMOS battery

Riser card / daughterboard

1.3 Classify power supplies types and characteristics

AC adapter

ATX proprietary

Voltage, wattage and capacity

Voltage selector switch

Pins (20, 24)

1.4 Explain the purpose and characteristics of CPUs and their features

Identify CPU types

o AMD

o Intel

Hyper threading

Multi core

o Dual core

o Triple core

o Quad core

Onchip cache

o L1

o L2

Speed (real vs. actual)

32bit vs. 64 bit

1.5 Explain cooling methods and devices

Heat sinks

CPU and case fans

Liquid cooling systems

Thermal compound

1.6 Compare and contrast memory types, characteristics and their purpose

Types

o DRAM

o SRAM

o SDRAM

o DDR / DDR2 / DDR3

o RAMBUS

Parity vs. Non-parity

ECC vs. non-ECC

Single sided vs. double sided

Single channel vs. dual channel

Speed

o PC100

o PC133

o PC2700

o PC3200

o DDR3-1600

o DDR2-667

1.7 Distinguish between the different display devices and their characteristics

Projectors, CRT and LCD

LCD technologies

o Resolution (e.g. XGA, SXGA+, UXGA, WUXGA)

o Contrast ratio

o Native resolution

Connector types

o VGA

o HDMi

o S-Video

o Component / RGB

o DVI pin compatibility

Settings

o Refresh rate

o Resolution

o Multi-monitor

o Degauss

1.8 Install and configure peripherals and input devices

Mouse

Keyboard

Bar code reader

Multimedia (e.g. web and digital cameras, MIDI, microphones)

Biometric devices

Touch screen

KVM switch

1.9 Summarize the function and types of adapter cards

Video

o PCI

o PCIe

o AGP

Multimedia

o Sound card

o TV tuner cards

o Capture cards

I/O

o SCSI

o Serial

o USB

o Parallel

Communications

o NIC

o Modem

1.10 Install, configure and optimize laptop components and features

Expansion devices

o PCMCIA cards

o PCI Express cards

o Docking station

Communication connections

o Bluetooth

o Infrared

o Cellular WAN

o Ethernet

o Modem

Power and electrical input devices

o Auto-switching

o Fixed input power supplies

o Batteries

Input devices

o Stylus / digitizer

o Function keys

o Point devices (e.g. touch pad, point stick / track point)

1.11 Install and configure printers

Differentiate between printer types

o Laser

o Inkjet

o Thermal

o Impact

Local vs. network printers

Printer drivers (compatibility)

Consumables

2.0 Troubleshooting, Repair and Maintenance

2.1 Given a scenario, explain the troubleshooting theory

Identify the problem

o Question the user and identify user changes to computer and perform backups

before making changes

Establish a theory of probable cause (question the obvious)

Test the theory to determine cause

o Once theory is confirmed determine next steps to resolve problem

o If theory is not confirmed re-establish new theory or escalate

Establish a plan of action to resolve the problem and implement the solution

Verify full system functionality and if applicable implement preventative measures

Document findings, actions and outcomes

2.2 Given a scenario, explain and interpret common hardware and operating system

symptoms and their causes

OS related symptoms

o Bluescreen

o System lock-up

o Input/output device

o Application install

o Start or load

o Windows specific printing problems

_ Print spool stalled

_ Incorrect / incompatible driver

Hardware related symptoms

o Excessive heat

o Noise

o Odors

o Status light indicators

o Alerts

o Visible damage (e.g. cable, plastic)

Use documentation and resources

o User / installation manuals

o Internet / web based

o Training materials

2.3 Given a scenario, determine the troubleshooting methods and tools for printers

Manage print jobs

Print spooler

Printer properties and settings

Print a test page

2.4 Given a scenario, explain and interpret common laptop issues and determine the

appropriate basic troubleshooting method

Issues

o Power conditions

o Video

o Keyboard

o Pointer

o Stylus

o Wireless card issues

Methods

o Verify power (e.g. LEDs, swap AC adapter)

o Remove unneeded peripherals

o Plug in external monitor

o Toggle Fn keys or hardware switches

o Check LCD cutoff switch

o Verify backlight functionality and pixilation

o Check switch for built-in WIFI antennas or external antennas

2.5 Given a scenario, integrate common preventative maintenance techniques

Physical inspection

Updates

o Driver

o Firmware

o OS

o Security

Scheduling preventative maintenance

o Defrag

o Scandisk

o Check disk

o Startup programs

Use of appropriate repair tools and cleaning materials

o Compressed air

o Lint free cloth

o Computer vacuum and compressors

Power devices

o Appropriate source such as power strip, surge protector or UPS

Ensuring proper environment

Backup procedures

3.0 Operating Systems and Software - Unless otherwise noted, operating systems

referred to within include Microsoft Windows 2000, Windows XP Professional, XP Home, XP

MediaCenter, Windows Vista Home, Home Premium, Business and Ultimate.

3.1 Compare and contrast the different Windows Operating Systems and their features

Windows 2000, Windows XP 32bit vs. 64bit, Windows Vista 32 bit vs. 64bit

o Side bar, Aero, UAC, minimum system requirements, system limits

o Windows 2000 and newer – upgrade paths and requirements

o Terminology (32bit vs. 64bit – x86 vs. x64)

o Application compatibility, installed program locations (32bit vs. 64bit),

Windows compatibility mode

o User interface, start bar layout

3.2 Given a scenario, demonstrate proper use of user interfaces

Windows Explorer

My Computer

Control Panel

Command prompt utilities

o telnet

o ping

o ipconfig

Run line utilities

o msconfig

o msinfo32

o Dxdiag

o Cmd

o REGEDIT

My Network Places

Task bar / systray

Administrative tools

o Performance monitor, Event Viewer, Services, Computer Management

MMC

Task Manager

Start Menu

3.3 Explain the process and steps to install and configure the Windows OS

File systems

o FAT32 vs. NTFS

Directory structures

o Create folders

o Navigate directory structures

Files

o Creation

o Extensions

o Attributes

o Permissions

Verification of hardware compatibility and minimum requirements

Installation methods

o Boot media such as CD, floppy or USB

o Network installation

o Install from image

o Recover CD

o Factory recovery partition

Operating system installation options

o File system type

o Network configuration

o Repair install

Disk preparation order

o Format drive

o Partition

o Start installation

Device Manager

o Verify

o Install and update devices drivers

o Driver signing

User data migration – User State Migration Tool (USMT)

Virtual memory

Configure power manangement

o Suspend

o Wake on LAN

o Sleep timers

o Hibernate

o Standby

Demonstrate safe removal of peripherals

3.4 Explain the basics of boot sequences, methods and startup utilities

Disk boot order / device priority

o Types of boot devices (disk, network, USB, other)

Boot options

o Safe mode

o Boot to restore point

o Recovery options

_ Automated System Recovery (ASR)

_ Emergency Repair Disk (ERD)

_ Recovery console

4.0 Networking

4.1 Summarize the basics of networking fundamentals, including technologies, devices and

protocols

Basics of configuring IP addressing and TCP/IP properties (DHCP, DNS)

Bandwidth and latency

Status indicators

Protocols (TCP/IP, NETBIOS)

Full-duplex, half-duplex

Basics of workgroups and domains

Common ports: HTTP, FTP, POP, SMTP, TELNET, HTTPS

LAN / WAN

Hub, switch and router

Identify Virtual Private Networks (VPN)

Basics class identification

4.2 Categorize network cables and connectors and their implementations

Cables

o Plenum / PVC

o UTP (e.g. CAT3, CAT5 / 5e, CAT6)

o STP

o Fiber

o Coaxial cable

Connectors

o RJ45

o RJ11

4.3 Compare and contrast the different network types

Broadband

o DSL
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o Cable

o Satellite

o Fiber

Dial-up

Wireless

o All 802.11 types

o WEP

o WPA

o SSID

o MAC filtering

o DHCP settings

Bluetooth

Cellular

5.0 Security

5.1 Explain the basic principles of security concepts and technologies

Encryption technologies

Data wiping / hard drive destruction / hard drive recycling

Software firewall

o Port security

o Exceptions

Authentication technologies

o User name

o Password

o Biometrics

o Smart cards

Basics of data sensitivity and data security

o Compliance

o Classifications

o Social engineering

5.2 Summarize the following security features

Wireless encryption

o WEPx and WPAx

o Client configuration (SSID)

Malicious software protection

o Viruses

o Trojans

o Worms

o Spam

o Spyware

o Adware

o Grayware

BIOS Security

o Drive lock

o Passwords

o Intrusion detection

o TPM

Password management / password complexity

Locking workstation

o Hardware

o Operating system

Biometrics

o Fingerprint scanner

6.0 Operational Procedure

6.1 Outline the purpose of appropriate safety and environmental procedures and given a

scenario apply them

ESD

EMI

o Network interference

o Magnets

RFI

o Cordless phone interference

o Microwaves

Electrical safety

o CRT

o Power supply

o Inverter

o Laser printers

o Matching power requirements of equipment with power distribution and UPSs

Material Safety Data Sheets (MSDS)

Cable management

o Avoiding trip hazards

Physical safety

o Heavy devices

o Hot components

Environmental – consider proper disposal procedures

6.2 Given a scenario, demonstrate the appropriate use of communication skills and

professionalism in the workplace

Use proper language – avoid jargon, acronyms, slang

Maintain a positive attitude

Listen and do not interrupt a customer

Be culturally sensitive

Be on time

o If late contact the customer

Avoid distractions

o Personal calls

o Talking to co-workers while interacting with customers

o Personal interruptions

Dealing with a difficult customer or situation

o Avoid arguing with customers and/or being defensive

o Do not minimize customers’ problems

o Avoid being judgmental

o Clarify customer statements

_ Ask open-ended questions to narrow the scope of the problem

_ Restate the issue or question to verify understanding

Set and meet expectations / timeline and communicate status with the customer

o Offer different repair / replacement options if applicable

o Provide proper documentation on the services provided

o Follow up with customer / user at a later date to verify Satisfaction

Deal appropriately with customers confidential materials

o Located on computer, desktop, printer, etc.

Required exams: CompTIA A+ Essentials, CompTIA A+ Practical Application
Number of questions: 100 for each exam
Length of test: 90 minutes each 
Passing score: 675 for CompTIA A+ Essentials, 700 for CompTIA A+ Practical Application on a scale of 100-900
Languages: English, Spanish
Exam codes:
220-701 for CompTIA A+ Essentials
220-702 for CompTIA A+ Practical Application
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